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Tlpukas Ne 61 o1 28.08.2023

| HucTpyxius qast o0yqarimmxes 10 odecnedeHuo HHGOPMALHOHHOH 0e301IacHOCTH IPH
HCnoab30BaHuM ceTH «MuTepHeT» A1 pasMenieHHd B y4eOHbIX KaOHHETax, B KOTOPbIX
ocyuiecTBisiercs J0cTyn B ceTb «MHTepHET»

i C Ka)IbIM T0JIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, & MIKOIBHHKHOIHH
M3 CaMbIX aKTMBHBIX ITOJIb30BaTelei Pynera. Mexny TeM, TOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U IpodJieMbl. JTa MaMsATKa T0JDKHA TOMOUYs Tebe He30macHo
HaXOJIUThCS B CETH.

Komnbrorepubie BHpYChI
KommeroTepubli  BHpyC - 3TO PpasHOBMIHOCTH KOMIIBIOTEPHBIX —MPOTPAMM,

OTJIMYATENEHON OCOOEHHOCTBIO KOTOPOH SIBISETCS CIOCOOHOCTH K PasMHOKEHHIO. B
JOTIOTHEHHE K 3TOMY, BUPYCBHI MOT'YT [IOBPEUTH WIHM IOJIHOCTBIO YHHUTOXHUTH Bce (Palibl |
AaHHBIE, TIOAKOHTPOJILHEIE MOIB30BATENI0, 0T UMEHHM KOTOPOIo Oblila 3amylieHa 3apaxeHHas
HIpOrpaMmMa, a TakyKe IOBPEIUTh WU Ja)ke YHHUTOKHUTH OIEePAUOHHYIO CUCTEMY CO BCEMHU
daiinamu B 11en0M. B GONBIIHHCTBE ClTydaeB pacipoCTpaHsiOTCsS BUPYCEIYEPE3 HHTEPHET.

MeTo B! 3aUTEL OT BPEOHOCHBIX IIPOIPAMM:

i« R 1. Mcromp3yll COBpeMeHHEIC ONEpPallMOHHLIE CHCTEMBbI, HMEIOIIUE CEPhE3HBIN

8 YPOBEHB 3aIUTEL OT BPEIOHOCHBIX IIPOIPAMM;

T 2. IlocrosrHo ycrapapiauBai maTtau (IHQPOBEIE 3aIUIATKH, KOTOPEIE ABTOMATHICCKH

Lo .7 yCTAaHABIMBAIOTCS C LENbI0 N0pabOTKM TIPOrpaMMbl) M JIpyrHe OOHOBIEHHS CBOCH

el OTIEpanMOHHOM crcTembl. CkaunMBail ux TOIBKO ¢ OQUIIMATBEHOTO caiita paspaboruuka OC.

: Ecmu cymectByer 0o0HOBIEHUS, BKIFOUH €r0;

3. Paborali Ha cBoeM KOMIBIOTEPE IIOA IIpaBaMH  I10JIb30BaTeNd, a HE
aJIMUHHCTpATOpa. OTO  HE TO3BOMAT  OONBUIMHCTBY  BPEIOHOCHBIX  MIPOTPaMM
HHCTaJUTMPOBAThLC Ha TBOEM MEPCOHAIBLHOM KOMIIBIOTEPE;

4. Vcnomp3yit aHTUBUPYCHBIE IpPOIrpaMMHBIE IIPOTYKTHI H3BECTHBIX
[IPOM3BOIUTEINIEH, C aBTOMAaTUYECKUM 00HOBIIEHHEM 0a3;

' 5. Orpannye QU3HYECKUI TOCTYI K KOMITBEOTEPY UL [IOCTOPOHHUX JIHII;

6. Mcnone3yii BHEITHIE HOCHTeIH HH(OPMALIHMH, TAKHE KaK (IelKa, TMcK windaiin
M3 WHTEPHETA, TOJIBKO U3 ITPOBEPEHHBIX HCTOTHHKOR;

7. He oTkpbiBali KOMIBIOTEPHBIE (halIIbl, TOTYUCHHBIE U3 HEHAIEKHEIX HCTOUHHKOB.
Jlaxe Te (haiirbl, KOTOpbIE IpUCTAT TBOX 3HAKOMSBIH. JIydIle YTOUHM ¥ HEro, OTIPABIISI JIU
: oH Tebe nx.

= Cern WI-FI
Wi-Fi - 5T0 He BUJ TIepeiady JaHHBIX, HE TEXHOJIOTHS, & BCEro JIMIIL OpEeH ], MapKa.
Eme B 1991 romy mupaepianickas komuaumus sapeructpuposana opens "WECA", uyro
obosnavano cnosocoderanue "Wireless Fidelity", koTopbiit mepeBonTCs Kak"6ecrpoBoiHas

TOYHOCTE'.

Jlo Hamiero Bpemenu joina apyras abOpesuarypa, KOTOpas SBISICTCS TAaKOM ke
TexHoJoruern. D10 abbpepmarypa "Wi-Fi". Takoe HasBanwe ObLIO HaHO ¢ HAMEKOM Ha
CTaH/APT BBICIICH 3BYKOBOM TexHUKH Hi-Fi, 4To B mepeBoe o3HagaeT "BBICOKASTOYHOCTE",
: Ha, GecrmaTHBIA HETEPHET-MOCTYI B Kade, OTENSX M a3pOTopTax SBISIETCS OTIHIHOMN

' S BO3MOJKHOCTBIO BBIXOIa B WHTepHET. Ho MHOTHE 3KCIepThl CYMTAIOT, YTO OOIIEHOCTYITHEIE

o R e Wi-Fi cetu He siBastroTcs 6€30nacHBIMHE.

' Cogsetsr mo Oe3onacHoCcTH paboThl B 00MIEA0CTYHBIX ceTsax Wi-fi:

1. He nepenapaii ceoio nuunyio undopmaiio uepes obmemoctynusie Wi-Fi cet.
Paborast BHKX, eTaTebHO He BBOIUTH 1APOJIH AOCTYIIA, TOTHHEI U KaKHe - TO HOMEpa;




2. Wcnonms3yit 1 0OHOBIIAN aHTHBHPYCHBIC IPOrpaMMbl H Oparamayep. Tem cambiM
Thl 00e30macullb cedst OT 3aKa4yku BUpYCa Ha TBOE YCTPOMCTBO;

3. Tlpu ucrnoms3osaraun Wi-Fi otkmoun ¢ynxumio "OOmui nocryn x ¢aiiniam u
npunTepam''. JlaHHas QyHKIMS 3aKpBITA [10 YMOIMAHUIO, OJTHAKO HEKOTOPBIE MOJIb30BATEIH
aKTHBHPYIOT €€ A yj100cTBa HCIIONb30BaHusA B paboTe wim ydebe;

4. He ucnons3yi myomuanerd WI-FI g mepenauy JTMYHBIX JTaHHBIX, HAPUMEp JUIS
BBIXO/AB COLIMAILHBIC CETH HIIM B DJIEKTPOHHYIO TIOUTY,

5. Vcrions3yit TonbKo 3amuniennoe coequnenne yepes HTTPS, a ue HTTP, 1.¢. mpn
nabopeBeO-anpeca BBo1M UMeHHO "https://";

6. B moOuinpHoM Tenedone otkmour Gyskuuto "TlogkmoueHne k- Wi-Fi
apromaruyecku". Heaomyckai aBTOMATHYECKOTO MOAK/IIOUSHHUS YCTPOHCTBa K cetsim Wi-Fi
0e3 TBOEro cormacus.

CounuajbHble ceTH

ColMarbHBIE CETH aKTHBHO BXOJAT B HALIy )KU3Hb, MHOTHE JTFOIH pabOTAIOT HKHBYT
TaM II0CTOSTHHO, a B Facebook yke 3aperucrpupoBaH MUIIIMAp/ YEJOBEK, UTO SBIISETCH
OJTHOH CcempMO# BcexX JKMTe/led IuiaHeThl. MHOTHE I10JB30BATENH HE IMOHHMMAKOT, YTO
uHbOpMALMs, pasMElleHHass WMH B COIMANBHBIX CETSX, MOXET OblTh HalJeHa Wu
HCTIOIE30BaHA KEM YTOHO, B TOM YHCIe He 00513aTeIbHO ¢ ONarnMu HaMepeHUAMH.

OCHOBHBIE COBETHI IT0 O€30TTaCHOCTH B COLUAIIBHBIX CETX:

1. Orpanuun CHMCOK Apy3ei. Y TeOs B APY3bsiX He JO/DKHO OBITH CIIy4aHHBIX H
HE3HAKOMBIX JTHOJICH;

2. 3anmiai cBOI YacTHYIO Xu3Hb. He ykasriBail mapo:u, TenedoHsl, aapeca, Jary
TBOCTO POXKICHHUS U JPYIYIO IHUHYI0 HHHOPMALHIO. 370 YMBIILIEHHHKH MOTYTHCIIOIb30BaTh
naxe UHGOPMAIHIO O TOM, KaK ThI ¥ TBOHM PO/IUTEIIH [UIAHIPYETe TIPOBECTH KAHUKYIIBL;

_ 3. Bamuinail CBOI0 PEMyTalrio - ICPIKU €€ B YUCTOTE U 3anaBail cebe BOIpoc: XOTe
e : ObI ThI, 9TOOKI APYIHUE MOIB30BATENN BH/ICTH, YTO Thl 3arpyxaemb? [lomgymaii, npexie yem
i o YTO-TO OILyOJIMKOBATH, HAIIUCATH U 3aTPY3UTH;

; ; 4. Ecne TBI TOBOPHINE C JIIOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIO/IE3YH CBOE peallbHOe
MMST ¥ IPYTYEO JIMGHYE0 WHGOPMALIUK: UM, MECTO JKUTCTBCTBA, MECTO Y4eObl U IpoYee;

5. Usberait pasmemienuss (otorpaduit B HHTepHeTe, TAe Thl H300pakeH Ha
MECTHOCTH, TI0 KOTOPOM MOKHO OIIPEJIEUTh TBOE MECTOTIONOKEHHUE;

6. llpu perucrpamuy B COIHAIBLHOM CETH HEOOXOAMMO HCIIOIB30BATh CIIOKHBIE
HapOJTH,COCTOSIINE U3 OYKB M 1P U C KOIMIECTBOM 3HAKOB HE MEHee §;

7. g CONMAILHON CeTH, MOYTHI U APYTHMX CaHTOB HEOOXOMHMO HCIIOIB30BaTh
pasusle napoJi. Toraa eciu Tedst B3I0OMaloT, TO 3I0YMBIIUIEHHUKH TI0JIY4aT TOCTYI TOJIBKO
K OJIHOMY MECTY, a4 HE BO BCE Cpazy.

JleKTPOHHbIE JeHLIH

DIeKTPOHHBIE IEHBI'H - 3TO 0YeHb YI00HBIHM CIoCo0 IIaTekeH, OIHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST MOJYIUTh 3TH JICHBIH.

DIeKTPOHHBIE IEHBI'H ITOSBHIMCE COBCEM HEABHO ¥ UMEHHO M3-3a 3TOT0 BO MHOI'HMX
rOCyAapCcTBax 10 CHX MOp HE MPOMUCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHu byHKIMOHUPYIOT M O HHUX YK€ IPOIMCAHO B 3aKOHE, TJE HX
pasfensioT Ha HECKOJIbKO BHIOB - AHOHMMHBIE U HE aHOHWMHBIC. PasHuua B TOM, 4YTO
AQHOHHMHEIE - OTO T€, B KOTOPBIX pa3pemiacTcs MpOBOAUTE orepanuy 6e3 uaeHTugukanum
[10JIb30BATENISE, 4 B HEAHOHUMHBIX MASHTHU(UKALMS TT0TH30BATEIS ABIAETCS 0043aTENBHOM.

Taxxe cnemyer pa3nugarh 3JIEKTPOHHBIC (PUATHBIC NEHbIU (PaBHEI FOCY/IaPCTBEHHBIM
BATFOTAM) M DJICKTPOHHBIC He(HATHBIC ICHBIM (HE PABHBI FOCYIAPCTBEHHBIM BATKOTAM).

OcHOBHBIC COBETHI 110 Oe30macHON paboTe ¢ ITEKTPOHHBIMH JIEHBIAMM:

i , 1. IlpuBsbxu k cueTy MOOMIBHBIH TeneoH. D10 caMmblil yIoOHBIA 1 OBICTPEIH CLIOCO0
o A BOCCT@HOBHUTE JOCTYI K cuery. IIpuBs3aHHBIA Telne(OH HMOMOXKET, eclld 3a0yjens CBOH
47 TUIATCKHBIM IApOJk MM 3aiIeNb Ha CalT C HE3HAKOMOTO YCTPOHCTBA,;




2. Wcnoms3yi ogHOpa3oBelc maposH. [locie mepexoja Ha yCHIEHHYIO aBTOPHU3aLUIo
Tebe yke He OyIeT yrpoxaTh ONaCHOCTh KpaXky WK [IepexBaTa IIaTeXHOIo IapoJ;

3. Bribepu croxuHbId napons. IlpectynHukam OyaeT He IIPOCTO yralaTh CIOMKHBIH
naposib. HajmexHsle maposiv - 3T0 1apoid, KOTOPBIE COJEPKAT HE MCHee 8§ 3HAKOB U
BKJIFOYArOT B ceOsI CTPOYHBIC U ITPOITMCHEIE OYKBEL, [U(DPEI M HECKOIBKO CHMBOJIOB, TAKHE Kak
3HaK JloiUIapa, (yHTa, BOCKJIMIATENbHEIHN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHEIC JTaHHBIC Ha calTax, KOTOPEIM HE JOBEPSCIIIb.
JJIEKTPOHHAA MOYTA

DJIEKTPOHHAs [10YTa - 3T0 TEXHOIOIUS U [IPEINOCTABIAEMBIE €10 YCIIYIH 110 [IEPECHLUIKE
U I10JYyYEHHIO 3JIEKTPOHHBIX COODILEHHH, KOTOPHIE PACIIPEAEISIOTC B KOMILIOTEPHON CETH.
OOBIYHO ~ 3JEKTPOHHBIA  MOYTOBBIM  ALMMK  BBRIMASAUT  cAeAyrOmIUM — oOpasom:
UMs_I101b30BaTeas(@umMs_goMeHa. Takxke KpoMe TMepefiadu MpOCTOT0 TEKCTa, MMEETCs
BO3MOJKHOCTb IepeaaBaTh (pansbl.

OcHOBHEIE COBETHI 110 Oe3011acHOH paboTe ¢ HNEKTPOHHOM OUTOI:

1. Hamo BbIOpaTh MpaBUIBHBIA 1OYTOBHIM CepBUC. B MHTEpHETE €CTh OTPOMHBII
BEIOOpOECIIIATHEIX TOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIIE JOBEPATEH TEM, KOI'O 3HAEHIb U KTO
IIEPBBIN B peHTHHTE;

2. He yxa3pisaii B 1M9HOM nouTe MTUuHYr0 HHopMmanmo. Hanpumep, iryduie BeIOpats
"MysbikanbHbIH _hanat@" wiu "pox2013" Bmecto "temal3";

3. Mcroib3yll ABYXSTAlHYI0 aBTOPHM3AIMIO. JTO KOrJa IOMHMO MapoJis HYKHO
BBOJIUThL KO, IIPUCHLTAEMBIH 110 SMS;

4. Bribepu crnoxHBIH mapois. s Kaka1oro NoYTOBOTO AMIKUKA J0IKEH OBITH CBOM
HaJIEe)KHBIM, YCTOWYMBEIH K B3/IOMY I1apOiTh;

5. Ecmu ecTh BO3MOXHOCT} HaIMCATh CAMOMY CBOI JIYHBII BOIIPOC, HCTIOMB3YH 3Ty
BO3MOJKHOCTE;

6. Mcmomp3yll HECKOJIBKO MOYTOBBIX SIIHKOB. II€pBBIN IS YACTHOH MEPENUCKA ¢
ajzipecaTaMi, KOTOPBIM ThI JJOBEPSEIb. DTO DIEKTPOHHBIN a/Ipec HE HAJ0 HCIOIL30BaTh IPH
perucTpanuu Ha opymax U caidrax;

7. He oTxpeiBail daiinbl 4 Apyrue BIOKEHHA B MHChMaXx, AK€ €CIIH OHM IIPHILIH OT
TBOMX Jipy3ed. JIydIle yro4ny y HuX, OTIPaBISUINA Td OHU Tebe 3TU (ailiisl;

8. Ilocie oxoHuyaHMA pabOTHl Ha MOYTOBOM CEPBHCE TEPEH 3aKPHITHEM BKJIAIKH C
calToM He 3a0yiep HakaTh Ha "BeidTu".

KubepOy/LIMHI WM BHPTYAJbHOE H3/IeBATEIHCTBO

KubepOymmuar - npecnenoBaHHe COOOMIEHHAMH, COIEPIKAINIMMH OCKOPOIEHHM,
arpeccuio, 3alyTMBaHMWe; XyJIMIaHCTBO, CONUanbHOE OOWKOTHPOBAHUE C IOMOIIBIO
Pa3IMYHbIX UHTEPHETCEPBUCOB.

OcHOBHEIC COBETHI 110 60pBOE ¢ KHOEPOYILTHHIOM:

1. He Opocaiicsa B 60if. Jlyumuii croco6: mocoBeTOBAaTHCA Kak ceOs BECTH M, eClH
HET TOT0, K KOMY MOKHO 0OpaTHTRCS, TO BHAYAJIE YCIIOKOUTECS. ECTH ThI HauHENTh 0TBEYaTh
OCKOPOJICHMAMHU Ha0CKOPOICHHS, TO TONBKO €IIE OOMBINE Pa30KIKENb KOH(IUKT,

2. Yupasnsai ceoel kubeppenyranuei;

3. AHOHMMHOCTB B ceTH MHHMast. CylIecTBYIOT CIIOCOOBI BBIACHUTE, KTO CTOMT 32
AHOHMMHBIM aKKAYHTOM;

4. He cTouT BecTH Xynurasckuii 06pas BUpTyalibHOH sxu3uu. MHTEpHET hUKCHpyET
BCE TBOM JICHCTBUSA M COXpaHAET UX. Y TATHTh UX OYIET KpaHe 3aTPYAHUTENLHO;

5. Cobmoaait CBOI0 BUPTYATBHYIO YECTh CMOJIOLY;

6. Urnopupy# emmHnuHEBINH HeratHB. OXHOPA30BBIE OCKOPOHMTENbHBIE COOOIIEHHS
JTy4Iie UrHopupoBaTh. OOBIYHO arpeccus IpeKpariacTcs Ha HaualbHOU CTA/INK;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHHSMH, B
COIMAIBHBIXCETAX ECTh BO3MOKHOCTE OJOKUPOBKHM OTIIPABKU COOOIICHHUI C OTIPEeICHHBIX
alIpecoB;

8. Eciu TBI cBHyterens kubepOymumara. TBOU AEHCTBUA: BEICTYITHTE TPOTUB
[PECIEI0BATEIIS, [I0KA34Th EMY, YTO €ro JCHCTBHUS OIEHWBAIOTCS HEraTHBHO, [10/1EPIKATEH
JKEPTBY, KOTOPOH HYKHAIICHXOJIOTHUYECKask TIOMOIIIb, COOOIIHTE B3POCIBIM O (haKTe



ArpeCCUBHOIO MOBEICHNA B ceTH. MoOMIbLHBIH TeledoH
CoBpeMeHHBIe CMAapT(GOHBI ¥ IUIAHIIETEl COAEpKAaT B ceOe BIOIHE B3POCIBIH
G yHKIHOHAN, U Telnepb OHM MOIYT KOHKYPHPOBAaTh CO CTAIHOHAPHBIMHM KOMIIBIOTEPAMH.
OnHako, CpeACTB 3alUThl A1 MOJOOHKIX YCTPOUCTB IOKAa OYEHb MAajo. TecTupoBanue u
MOMCK YA3BUMOCTEN B HMX MPOMCXOAUT HE TaK HHTEHCHMBHO, Kak i IIK, To »xe camoe
KacaeTcs ¥ MOOMIBHBIX IIPUIIOKEHHUH.

CoepemenHble MOOUIBHBIE Opay3epbl YKE IPAKTUYCCKM JIOTHAIM HACTOJbHBIC
aHANOTH, OJHAKO pacimupeHue (DYHKIMOHATA BieYeT 3a cOo0OH OOJBINYIO CIOKHOCTH M
MEHBIIYIO 3aMHIICHHOCTD.

Jlaieko HE BCE MPOU3BOJAUTCIM BBIIYCKAIOT OOHOBIIEHMs, 3aKPBIBAIOIIUE
KPUTHUECKHAE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /1jisi 6€30TaCHOCTH MOOMIBLHOTO TenedoHa:

Huuero He sBIsSETCS NO-HACTOsANIEMY OecruiaTHBIM. Byap OCTOPOJKEH, BEIb KOTAA
Tebe mpemararoT OecIulaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBHITHI KakK#e - TO IUIATHbLIE
YCITyTH; '

Hymaii, mpexae aeM otupasuTh SMS, GoTo nim Buieo. Tl TOUHO 3HACTTH, TAC OHH
OymyT B KOHEIHOM HTOTEe?

Heo6xo0 im0 0OHOBIIATE OTICPALIMOHHYIO CUCTEMY TBOEIO

cMmaptdona;cons3yit aHTUBHPYCHBIE IIPOTPAMMBI JIJ1S

MOOHITBHBIX TEIC(HOHOB;

He sarpyxail npuiioxeHuss OT HEM3BECTHOI'0 MCTOYHHKA, BEIb OHH MOTYT
COMEPIKaTLBPEI0OHOCHOE [IPOTPaMMHOE 00ECTIEYEHHE;

[Tociie TOro Kak ThI BEIAJIENIb ¢ CaiiTa, ¢ BBOJIHII JIMIHYIO uHdOpMalUIo, 3aiIu B
HaCTpOikK Opay3epa u ynanu cookies;

[NepuoHecky NpoOBEpPsiid, Kakue IUIaTHBIE YCIIyI'M aKTHBHPOBAHBI HA TBOEM HOMEPE;
JlaBaiicBoi#t HOMep MOOMIBHOIO TeNe(QOHAa TONBKO JIIOAAM, KOTOPBIX ThI 3HACLIL U KOMY
JOBEpsiellb;

Bluetooth momkeH OBITH BBIKIIOUEH, KOIJa THI MM He Hoib3yembes. He 3aOpisait
HMHOT TATIPOBEPATE 3TO.

Online urpsi

COB[’JGMCH_HBIE DIIJIaﬁII-[’I_l'pIJI - 3T0 Kpaco4Hble, 3aXBaThIBAKOINHC pa3BIICHCHUA,
00bEeTUHSIIONIAE COTHM THICAY UEI0BEK 110 BeceMy MUpPY. UTpoku HCCIenyoT JaHHbBIH UM MUD,
00IIarTCa APYr ¢ APYrOM, BBIMOJHSIKOT 3aJaHMs, CPaXKaroTCs C MOHCTPAMH M MOJYy4aiorT
OIBIT. 32 YAOBOIBCTBHE OHM IUIATAT: IOKYNAOT JWCK, OILIaYMBAIOT A0OHEMEHT MM
1pUOOpeTaoT KaKue-To OTILHH.

Bce stH CpeacTBa HMOYT Ha HOIAEPIKaHHUC H Pa3sBUTHE HI'PBI, a TaKKC Ha CaMy
0e30macHOCTE: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPM3AllMM, BBIIYCKAFOTCS HOBBIE IATHH
(1m$poBele 3aILIaTKH 1L IPOrpaMM), 3aKpHIBAIOTCSA YI3BHMOCTH CEPBEPOB.

B momo0HEIX HTpax CTOUT OI1acaThCs HE CTOJIBKO CBOMX COIIEPHHMKORB, CKOJIBKO KPakKu
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CUCTeMa aBTOPH3aLMK OOJILITHHCTBA UIP.

OCHOBHBIC COBETHI IO 0€30MIaCHOCTH TBOEI'O HI'POBOTO aKKaYHTA:

1. Ecnu apyroii Mrpox BejperT cebs TIoX0o Wi co3uaerT TeOe HEempHATHOCTH,
3a0710KHUpYH €ro BCIIMCKE UIPOKOB;

2. Tloxanmy#css aAMUHUCTPATOPaM MIPhl Ha IIOX0€ MOBEAEHHME 3TOr0 MIrpokKa,
FKEIMAaTCIBHOIIPHUIOKHATE KAKHE-TO J0Ka34aTe/1bCTBa B BHJC CKPHUHOB,

3. He yxassbisait nuunyto undopmanuio B mpodaiiie urpsi;

4. VBaxal aIpyrux y4acTHHUKOB I10 HI'DE;

5. He ycranaBnupaii HeouIMallbHBIC TATYU U MO/IbL;

6. Mcroib3yi CIIOXKHBIE U pa3HbIC TapOIIn;

7. daxke BO BpeMs UIPHI HE CTOUT OTKIIIOYATh aHTUBUpYC. [Ioka ThI Mrpaenmis,
TBOMKOMIILIOTED MOI'YT 3apa3UTh.

@UNIHHT WA KPaka THYHBIX JAHHBIX

OOp14HOM Kpa)ked [eHer M JOKYMEHTOB CErojHs YK€ HHMKOr0 He yIMBHIING, HO C

Pa3sBHUTHEM HHTBpHGT—TCXHOHOFHﬁ 3JI0YMBIIIJICHHUKH TIEPEMECTHIIUCE B HHTEPHET, H



IIPOJOJDKAFOT 3aHUMAThCS "Tr00UMEIM" IETOM.

Tak TIOSBWJIACE HOBas yrpo3a: MHTEPHET-MOIIECHHUYECTBA WIM (QUINMHT, IJaBHAs
[eh KOTOPOTO COCTOWT B IIONYYEHMH KOHQUICHIHAIBHBIX IaHHBIX [OTBh30BATENIECH -
MoruHoB ¥ maponeit. Ha anrmuiickoM si3bike phishing umtaercs xak QummHT (ot fishing -
peIOHAs JI0BILSL, password - Iapoib).

OCHOBHEIE COBETEI IO DophOe ¢ HUITHHTOM:

1. Ciresr 3a cBOMM axkkayHToM. EciM TBl 110[03peBaciib, Y4TO TBOS aHkera Obuia
B3OMaHa, TO HEOGXOMMMO 3a6I0KMPOBATE €€ M COOOIIMTE aIMHHICTpaTopaM pecypea 00
3TOM KaK MOMHO CKOPEE,

2. Ucnone3yi Oesomacusie BeO-calfThl, B TOM 4HUCIE, HHTCPHCT-MarasvHoB H
MOUCKOBBIXCUCTEM;

3. Wcrions3yii ciioxkHbIe U pasHbie napomu. Takum oOpasom, eciu Te0s B3NOMAIOT, TO
3110 YMBIILIEHHUKY TIOJTY4aT JOCTYII TONBKO K 0HOMY TBOEMY MPOQHITIO B CETH, & HE KO BCEM;

4. Eciu TeOs B3IOMAlM, TO HEOOXOIMMO IpPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE NOOaBNCHBI y Te0s B JPY3bSAX, O TOM, 9TO TeOs B3TOMAIM M, BO3MOXKHO, OT TBOETO
MMEHH OyJIeT PacchUIaThCs CIIaM | CCBLTKM Ha (PUIMHIOBBIE CAUTHI;

5. Yeranosu HajexHbli mapons (PIN) #a MoOuIBEHEIH Tene(oH;

6. OTKIII0YM COXpaHeHue mapoid B Opaysepe;

7. He oTkpbiBaii haiiisl 1 Apyrue BIOKEHHS B IMChMaX, 1a)Ke ECIIM OHM TPULILII OT
TBOMX Hpy3eit. JIydle yTOUHM Y HUX, OTIPABILIH /I OHH TeOe 3TH (arIIbL.

Iudposas pemyranus

I{uchpoBast permyTanus - 3T0 HeraTUBHAS /1M [I03UTHBHAS HHPOPMAIIHA B CETH O Tebe.
Komrnpometupyromas WHGOpManys, pazMenieHHas B HHTGPHETE, MOXKET CEPhe3HbIM obpazom
OTpa3uThCs Ha TBOEH peanbHo xu3Hu. "Tudposas pemyramus” - 3T0 TBOH UMUK, KOTOPBIH
dopmupyercst u3 uHboOpManuu 0 Tebe B HHTEPHETE.

TBOe MeCTO JHUTENLCTBA, ydeObl, TBOE (DMHAHCOBOE ITONOMKEHHE, OCOOEHHOCTH
XapakTepa ¥ pacckasbl O OJIM3KHX - BCE 9TO HAKaIUIMBACTCA B CETH.

MHOTHE [T0JPOCTKH JIETKOMBICTIEHHO OTHOCATCS K MyOTHKALIUA THIHOH HHOPMALMHT
B MHTepHETE, HE MOHMMAast BO3MOJKHBIX HOCIEACTBHA. Th ke HE CMOXKENTb 0rafaThesd o
TOM, 9T0 (hoTorpadus, pasMenieHHas 5 IeT Hasall, CTaja IPUIHHOM 0TKa3a MPUIATH TeOs Ha
pabory.

KoMmMeHTapuy, pasmenienue TBoux (ororpaduii ¥ Jpyrue ICHCTBHA MOTYT HE
FCUE3HYTh Jake IOCIe TOTO, KaK Tl WX yJamumb. Tbl HE 3HAENb, KTO COXpaHWl OTY
rH(OPMAITHIO, TI0TIAa T OHA B IOMCKOBBIE CHCTEMbI M COXPaHHUIIACH JIM OHA, a TTIABHOE: YTO
TOAyMaIoT 0 Tebe OKPYIKAFOIIIHe IO, KOTOPbIe HANTYT U YBHJIAT 3TO. Ha#tu uadopMaLuo
MHOTO JIeT CIIYCTSl CMOKET JI000# - Kak U3 JOOphIX IOOYXKIEHUH, TaK ¥ C HAMEPEHHCM
OPUIAHATE BPE. DTO MOKET OBITH KTO YTOIHO.

OCHOBHBIE COBETEI 10 3alUTe HU(YPOBOH PeIryTalluy:

1. Tlogymaii, mpexe 9eM uTO-TO MyOIHKOBaTh ¥ IepelaBaTh y cebst B GIore MM
BCOILMAITEHOM CETH;

2. B macTpoiikax mnpodums yCTaHOBH OIPAaHWYCHHUS Ha I[IPOCMOTP TBOCTO
IpOGUI M eroCOUEPKUMOTO, Cleail ero TobKo s Apy3en";

3. He pasmeuiail ¥ He ykasblBail HHQOPMAIIHIO, KOTOPas MOXKET KOT0-/1100
0CKOPOIATE MIHOOHKATE.

ABTOpPCKOE NPaBo

COBpEMCHHBIE MIKOJILHAKY - AKTHBHBIE MOJIB30BATEIM IM(POBOrO MPOCTPAHCTEA.
OJIHAKO ATEKO HE BCE 3HAFOT, YTO 110J1b30BaHHE MHOTHMH BO3MOXKHOCTAMH LU (POBOTO MUPa
Tpebyer cOBII0eHNs IPAB HA HHTE/LIEKTYaTbHYI0 COOCTBEHHOCTS.

Tepmun "HHTEIIEKTyalbHas COOCTBEHHOCTh" OTHOCHTCS K Pa3sIMYHBIM TBOPCHUAM
4eIOBEIeCKOTO yMa, HAUMHAS C HOBBIX HM300pETEHMM WM 3HAKOB, 0003HATAFOIIMX
COBCTBEHHOCTh HA NPONYKTHl M YCOyTH, W 3aKaHYMBas KHUramu, (ororpadusMu,
KAHODUITEMAMH U MYy3bIKaTbHEIMU IPOH3BEICHUSAMMU.

ABTOpCKME TIpaBa - O5T0 TIpaBa Ha WHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha



——

TIPOM3BECHHS HAYKH, TUTEPATYPBl M HCKYCCTBA. ABTOPCKHE NPABa BHICTYIAMOT B KaICCTBE
rapaHTHH TOTO, YTO HHTEINEKTYAIbHBII/ TBOPUECKHH TPy 1 aBTOPa He OYAET HAPACHbIM, AaCT
eMy CIpaBeUIMBBIE BO3MOXKHOCTH 3apaboTarh Ha Pe3ynbTaTax CBOCTO TpYyHa, TOMYdHTh
M3BECTHOCThL M Tpu3HaHue. HukTo 6e3 pasperienys aBTopa He MOXKET BOCTIPOU3BOMUTE €TO
TIPOU3BEIICHUE, PACIIPOCTPAHSATh, ITyOITIYIHO IEMOHCTPUPOBATE, TIPO/1aBATh, IMIIOPTHPOBATD,
IIyCKATh B TIPOKAT, MyOJMYHO HCIIOTHATE, HOKA3BIBATL/UCIIONHITE B S(UPE UM pasMeIlarh B
WurepHere. :

Wcnone30BaHue "MUPATcKoro” MporpaMMHOrO OOCCTICUCHUST MOXKET IIPHBECTH K
MHOTHM PHCKaM: OT IOTEPH JIAHHBIX K TBOMM AKKAyHTaM 710 6J10KMPOBKH TBOCTO YCTPOHCTBA,
e yCTaHOBJCHA HeleraipHas mporpamma. He crout Taxke 3a0biBarhk, 4TO CYLIECTBYIOT
JleranbHBIE U OECIIaTHEIE POIPAMMBL, KOTOPHIC MOJKHO HAHTH B CETH.

O noprane _

CereBMuoK.pd) - TBOW TJABHBIA COBETYMK B CETH. 3[eCh TBHI MOXEIIL Y3HATh O
6€30MACHOCTH B CCTH MIOHSITHBIM M IOCTYIIHBIM SI3EIKOM, @ TPU BOSHUKHOBEHUM KPUTHYECKOH
CUTYallii 00paTuThCsA3a COBETOM. A TaKKE MPHUHATH yHIacTHEe B KOHKYPCAX M CTAaTh CAMBIM
I POBEIM I'PaX/aHUHOM !

UHCTPYKIUS A1 OB YYAIOHIUMXCSL Ob U HOOPMAILIMOHHOM
BE3OINACHOCTH

HEJIb35

1. Becem mompAa cooOmIAaTh CBOK 4YacTHYR0 HHGOPMAIWIO (HACTOSIIME MM,
dhamumuio, tenedon, aapec, HOMGp{.’ﬁiKOJ‘JBI, a Taxoke (ororpadmu CBOM, CBOEH CEMbH H
Zpy3ei);

2. OTKpHIBATH BIOKEHHBIE (halIIbl 2JIEKTPOHHOM IIOYTHI, KOT/ia He 3HACIILOTIPaBUTEIL,

3. I'pyOuTh, IPUAUPATLCS, OKA3BIBATE JaBICHUCE - BECTH ce0s HEBEHIMBO U arPECCUBHO;

4. He pacriopsbkaiicst JIeHbraMH TBOeH ceMbH 0Oe3 paspelienus CTaplIMX - BCEria
CTIpanIuBaupo IUTelIeH;

5. He BcTpeuatics ¢ MIHTepHET-3HAKOMBIME B PEabHOM KU3HU - MOCOBETYHCS CO
B3POCIIBIM, KOTOPOMY AOBEPSCILIE.
OCTOPOXHO

1. He Bce mumyT npasxy. Yuraems o cee Hempasuy B ViHTepnere - coobuwm 06
5TOM CBOMMPOIUTEISIM WIIA OTIEKYHAM;

2. [TpuriamaroT epenuChIBaThCS, HTPaTh, 00MEHUBATECS - IIPOBEPh, HET 1M MOJIBOXA,

3. Heszakonnoe xonupopanue $ainos B MHTEpHETE - BOPOBCTRO;

4. Beeraa pacckassiBail B3pOCIIBIM O TPOOIEMax B CETH - OHH BCET/A IIOMOI'YT;

5. Mcrionn3yit HacTpoHku GE30I1aCHOCTH U IPHUBATHOCTH, YTOOBI HE HOTEPSThH CBOM

‘AKKAYHTBIB COIICCTAX U OPYIUX ITOpTajlax.

MOXHO

1. VBaxkall IpyTHX MOJNB30BaTEIEH;

2. TTone3yeuiscsa MHTEPHET-HCTOUHUKOM - JIETal CCHUIKY Ha HETO;

3. OTKpEBIBall TOJILKO TE CCHUIKHM, B KOTOPBIX YBEPEH;

4, O6mATLCS 3@ IOMOINBIO B3POCTEIM - POJUTEIH, ONEKYHBI U aJIMUHHCTPALINS
CalTOB BCErOaliOMOI'yYT;

5. TIpoitm  obydyenne mHa caiite "CereBHYOK" ¥ IOIYydH MAcHOPT LM(POBOrO

rpaxaaHuHa!
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